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Foreword

This Technical Specification (TS) has been produced by the 3™ Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version X.y.z
where:
X the first digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates,
etc.

z the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by the 3GPP TSG SA to allow for the standardisation in the area of
lawful interception of telecommunications. This document describes in general the architecture and functions for lawful
interception. Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and
operating conditions define a need to intercept telecommunications traffic and related information in modern
telecommunications systems. It has to be noted that lawful interception shall always be done in accordance with the
applicable national or regional laws and technical regulations.
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1 Scope

The present document describes the architecture and functional requirements within a Third Generation Mobile
Communication System (3GMS) and the Evolved Packet System (EPS).

The specification shows the service requirements from a Law Enforcement point of view only. The aim of this
document is to define a 3GMS and EPS interception system that supports a number of regional interception regulations,
but these regulations are not repeated here as they vary. Regional interception requirements shall be met in using
specific (regional) mediation functions allowing only required information to be transported.

The handover interfaces for Lawful Interception (LI) of Packet-Data Services, Circuit Switched Services, and
Multimedia Services within the UMTS network and Evolved Packet System for Stage 3 are described in TS 33.108 [11].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

1 References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

1 For a specific reference, subsequent revisions do not apply.

1 For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law
Enforcement Agencies".

[2] ETSI ES 201 158: "Lawful Interception; Requirements for network functions".

[3] ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[4] GSM 01.33: "Lawful Interception requirements for GSM".

[5] GSM 02.33: "Lawful Interception - stage 1".

[6] GSM 03.33: "Lawful Interception - stage 2".

[7] 3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Lawful Interception Requirements".

[8] ANSI J-STD-025-A: "Lawfully Authorised Electronic Surveillance™.

[9] IETF RFC 2806: "URLs for Telephone Calls ".

[10] 3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; General Packet Radio Service (GPRS); Service description”.

[11] 3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Handover interface for Lawful Interception™.

[12] IETF RFC 3261: "SIP: Session Initiation Protocol".

[13] 3GPP TS 21.905: "3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; VVocabulary for 3GPP Specifications".

[14] 3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking;
System Description™.
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[15] 3GPP TS 23.008: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Organization of subscriber data".

[16] 3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core
Network; 3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3"

[17] 3GPP TS 24.234: "3rd Generation Partnership Project; Technical Specification Group Core
Network; 3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment
(UE) to network protocols; Stage 3".

[18] IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".
[19] IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".
[20] 3GPP TS 23.246: "3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; Multimedia Broadcast/Multicast Service (MBMS); Architecture and
Functional Description”.

[21] 3GPP TS 24.147: “3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN)
subsystem 3GPP Stage 3".

[22] 3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access”.

[23] 3GPP TS 23.402: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Architecture enhancements for non-3GPP accesses".
[24] 3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.
Application layer: As defined by Internet Engineering Task Force (IETF) in RFC 1123 [19].
IP layer: As defined by Internet Engineering Task Force (IETF) in RFC 1122 [18]

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical
Zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to
one or several Interception Areas (1A).

Other L1 specific definitions are given in TS 33.108 [11].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS 3rd Generation Mobile Communications System

3G GGSN 3rd Generation Gateway GPRS Support Node

3G GSN 3rd Generation GPRS Support Node (GGSN/SGSN)
3G MSC 3rd Generation Maobile Switching Center

3G SGSN 3rd Generation Serving GPRS Support Node

3G UMSC 3rd Generation Unified Mobile Switching Centre
AAA Authentication, Authorization, and Accounting
ADMF Administration Function
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AN
AP
BM-SC
cc
cs
CSCF
DF
DSMIP
ECT
EPC
ePDG
EPS
E-UTRAN
FTP
GGSN
GPRS
GSM
GSN
HA

HI
HRPD
HSS
1A
ICEs

IETF
IMEI
IMS

IMSI
INEs

IP

IRI
I-WLAN
LAN
LDI
LEA
LEMF
MBMS
ME

MIP
MME
MN
MSISDN
NAI

NO

PDG
PDN
PDN-GW
PMIP
PoC

PS

RA

RAI

SAl
SGSN
SIP
SMS
S-GW
TEL URL
UE
UMTS

11

Access Network

Access Provider
Broadcast-Multicast Service Centre
Content of Communication

Circuit Switched

Call Session Control Function
Delivery Function

Dual Stack Mobile IP

Explicit Call Transfer

Evolved Packet Core

Evolved PDG

Evolved Packet System

Evolved UTRAN

File Transfer Protocol

Gateway GPRS Support Node
General Packet Radio Service
Global System for Mobile communications
GPRS Support Node (SGSN or GGSN)
Home Agent

Handover Interface

High Rate Packet Data

Home Subscriber Server
Interception Area

3GPP TS 33.107 V9.0.0 (2009-12)

Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,
GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

Internet Engineering Task Force

International Mobile station Equipment Identity

IP Multimedia Core Network Subsystem
International Mobile Subscriber Identity

Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,

GGSN, MGW, HLR, AAA Server, PDG)
Internet Protocol
Intercept Related Information

Interworking WLAN (3GPP WLAN interworking subnetwork)

Local Area Network

Location Dependent Interception

Law Enforcement Agency

Law Enforcement Monitoring Facility
Multimedia Broadcast/Multicast Service
Mobile Entity

Mobile IP

Mobility Management Entity

Mobile Node

Mobile Subscriber ISDN Number
Network Access Identifier

Network Operator

Packet Data Gateway

Packet Data Network

PDN Gateway

Proxy Mobile IP

Push to talk over Cellular

Packet Switched

Routing Area

Routing Area Identity

Service Area Identity

Serving GPRS Support Node

Session Initiation Protocol

Short Message Service

Serving Gateway

"tel" URL, as defined in RFC 2806 [9]
User Equipment

Universal Mobile Telecommunication System
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URI Universal Resource Identifier
URL Universal Resource Locator
VolP Voice over IP
WLAN Wireless LAN
4 Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration
is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and
IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The various entities
and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for
Evolved 3GPP Packet Switching Domain are described in clause 12.

PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and
Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity
service to another end of the communication. Another end of the communication may be a network element (server) or
another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is
responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers
generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is
needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the
following are examples of application layer services: email service; web browsing service; FTP service; audio services
(e.g. VolIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services
require addition of respective server functionality to the network. Note that it is not necessary that such application layer
SP should be the same commercial entity as the UMTS/EPS AP/NO in question.

NOTE 1: For instance in MBMS a BM-SC and especially content providing server may be operated by different
commercial entity than UMTS network.

HI1
Mediation ADMF X11
Function
X1 2 X1 3
HI2
1l Mediation Delivery X2
10 8 [ Function Function 2
LEMF MSC Server/
GMSC Server
HI3 X3
. Mediation Delivery
18 [T R Function Function 3 |-=
............. Signaling
______________________________ Mc
Mediation Delivery
Function Function 3 |-= MGW
|| Bearer

Figure 1a: Circuit switched intercept configuration
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Hil X1 1
71l Mediation ADMF :
------- Function i
1
X1 2 X1 3
HI2 X2 Y
1o Mediation Delivery !
....... 1 i '
LEME Function Function2 | :
HI3
_ X3 GSN
71 Mediation Delivery .
------- Function Function 3 |s :
|
|
Figure 1b: Packet Switched Intercept configuration
HI1 X1_1
-1 Mediation ADMF i
------- Function i
1
X1 2
HI2 X2
1 Mediation Delivery i
LEME [Tt Function Function2 [ ! HLR
]
Figure 1c: HLR Intercept configuration
HI1 X1_1
-1 Mediation ADMF i
------- Function i
1
X1 2
HI2 X2
1l Mediation Delivery : P-CSCH/
LEME  [tfte Function Function2 [ ' S-CSCF
]

Figure 1d: IMS-CSCF Intercept configuration
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X11
| E
Medla_ltlon ADMF E
Function ) d
: AAA
X1 2
HI2 X2
------- Mediation . < ]
. - . Deliver X
LEMF I N Function Functio% 2 |l '
X1.3
HI3 X3 PDG/WAG
------- Mediation Delivery . |
ek Function Function 3 !

Figure 1e: WLAN Interworking Intercept configuration

X1 1
I 11 T
17T Mediation ADMF E .
........ Function ' g
: AS/MRFC
X1 2
12 X2
------- Mediation . < E
I . Deliver .
LEMF | 17171 Function Functio%Z I A 4
X1.3
13 X3 MRFP
------- Mediation Delivery . \
I Function Function 3 D

Figure 1f: IMS Conferencing Intercept configuration

The reference configuration is only a logical representation of the entities involved in lawful interception and does not
mandate separate physical entities.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used
to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional
specifications. For example, if ETSI ES 201 671 [3] or ANSI J-STD-025 [8] is used, then the adaptation to HI1, HI2
and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide
from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAS) on the same

3GPP



Release 9 15 3GPP TS 33.107 V9.0.0 (2009-12)

target. The administration function may be partitioned to ensure separation of the provisioning data from different
agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1_3, X2 and X3 interfaces.

Interception at the Gateways is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined
in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of IRI and the content of
communications.

In figure 1a DF3 is responsible for two primary functions:
- Call Control (Signalling) for the Content of Communication (CC); and
- Bearer Transport for the CC.
HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

In figures 1a, 1b, 1e and 1f, the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery
functions. The delivery functions are used:

- to distribute the Intercept Related Information (IRI) to the relevant LEA(S) via HI2 (based on 1As, if defined);
- to distribute the Content of Communication (CC) to the relevant LEA(S) via HI3 (based on IAs, if defined).

In figures 1c and 1d the HI2 interface represents the interface between the LEA and the delivery function. The delivery
function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

NOTE 2: With reference to figure 1c, CC interception does not apply to HLR.

NOTE 3: For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of
CC for this case can be done at the GSN under a separate activation and invocation, according to the
architecture in Figure 1b (see also clause 7.A.1).

5 Activation, deactivation and interrogation

Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant
for activation, deactivation and interrogation of the lawful interception.

ADMF

X1 1
X1 2 X1_3

Delivery
Function 2

3G ICE

Delivery
Function 3

Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful
Interception administration function. The ADMF:

- interfaces with all the LEASs that may require interception in the intercepting network;
- keeps the intercept activities of individual LEAS separate;

- interfaces to the intercepting network.
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Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs
interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-
interface represents the interface between the requester of the lawful interception and the Lawful administration
function; it is included for completeness, but is beyond the scope of standardisation in this document.

The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can
be at least one of the following: IMSI, MSISDN or IMEI.

NOTE 1: Some communication content during a mobility procedure may not be intercepted when interception is
based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For
the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to
TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI or TEL URL. Other
identities are not defined in this release.

The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of
the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15],
TS 29.234 [16] and TS 24.234 [17].

NOTE 2: The NAI may be a temporary ID, therefore the use of MSISDN or IMSI is recommended.
NOTE 3: Void

In the case of location dependent interception the following network/national options exist:
- target location versus Interception Areas (1As) check in the 3G ICEs and Delivery Functions (DFs);

- target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by
national law);

- location dependent interception is not applicable to CSCF.

NOTE 4: The IA is previously defined by a set of cells. From the location of the target this set of cells permits to
find the relevant IA.

NOTE 5: Itis not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent
Interception is invoked and the location of the target is not available.

Editors' note: Location dependent intercept for the 3G MSC Server is not defined for this release.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are
administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

5.1 Activation

Figures 3, 4 and 5 show the information flow for the activation of Lawful Interception.

5.1.1 X1 1-interface
The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:
- target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URL, NAI) (see notes 4, 5, 6);
- information whether the Content of Communication (CC) shall be provided (see note 1);
- address of Delivery Function 2 (DF2) for the intercept related information (see note 2);
- address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);

- lAin the case of location dependent interception.
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NOTE 1: As an option, the filtering whether intercept content of communications and/or intercept related
information has to be provided can be part of the delivery functions. (Note that intercept content of
communications options do not apply at the CSCF, HLR and AAA server). If the option is used, the
corresponding information can be omitted on the X1_1-interface, while "information not present™ means
"intercept content of communicationsand related information has to be provided" for the ICE.
Furthermore the delivery function which is not requested has to be "pseudo-activated”, in order to prevent
error cases at invocation.

NOTE 2: As an option, only a single DF2 is used by and known to every 3G ICE. In this case the address of DF2
can be omitted.

NOTE 3: As an option, only a single DF3 is used by and known to every 3G ICE (except at the CSCFs, HLR and
AAA server). In this case the address of DF3 can be omitted.

NOTE 4: Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway.
Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

NOTE 5: Interception at the CSCFs is based upon either SIP URI or TEL URL. SIP URI and TEL URL as target
identities are not supported by the other ICEs.

NOTE 6: Interception based on NAI is only applicable at AAA server, PDG, and WAG. As the NAI could be
encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not
applicable in those cases in these nodes.

NOTE 7: Void

If after activation subsequent Content of Communications (CC) or Intercept Related Information (IRI) has to be
activated (or deactivated) an "activation change request™ with the same identity of the target is to be sent.

ADMF 3G ICE

request for lawful
interception activation

™ |... activation of delivery
functions ...

lawful interception
activation

A 4

lawful interception
activation ack

A

response for lawful
interception activation

<

Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of a target can be activated on request from different LEAs and each LEA may request interception via a
different identity. In this case, each target identity on which to intercept will need to be sent via separate activation
messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAS request activation on the same identity and the ADMF determines that there is an existing
activation on the identity, the ADMF may (as an implementation option) send additional activation message(s) to the
3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change message will be sent
to the 3G ICEs.

In the case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.
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5.1.2 X1 2-interface (IRI)

For the activation of IRI the message sent from the ADMF to the DF contains:
- the target identity;
- the address for delivery of IRl (= LEMF address);
- which subset of information shall be delivered;

- a DF2 activation identity, which uniquely identifies the activation for DF2 and is used for further interrogation or
deactivation, respectively;

- the IAin case of location dependent interception;
- the warrant reference number if required by national option.

If a target is intercepted for several LEAs and/or several identities simultaneously, a single activation of delivery is
necessary for each combination of LEA and identity.

ADMF DF 2

request for lawful
interception activation

»
»

lawful interception
activation

v

lawful interception
activation ack

A

response for lawful .. activation on X1_3 ...
interception activation

A
<4

... activation on X1_1

Figure 4: Information flow on X1_2-interface for Lawful Interception activation

5.1.3 X1 3-interface (CC)

For the activation of intercepted Content of Communications the message sent from the ADMF to the Delivery
Function contains:

- the target identity;
- the address of delivery for CC (= LEMF address);

- a DF3 activation identity, which uniquely identifies the activation for DF3 and is used for further interrogation or
deactivation, respectively;

- the IAin case of location dependent interception;
- the warrant reference number if required by national option.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single activation of delivery is
necessary for each combination of LEA and identity.
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DF 3

... activation on X1_2 ...

lawful interception
activation

lawful interception
activation ack

A

response for lawful
interception activation

)
<4

... activation on X1_1...

Figure 5: Information flow on X1_3-interface for Lawful Interception activation

Deactivation

Figures 6, 7 and 8 show the information flow for the deactivation of the Lawful interception.

5.2.1

X1 1-interface

The messages sent from the ADMF to the 3G ICEs for deactivation contain:

- the target identity;

- the possible relevant 1As in case of location dependent interception.

ADMF

request for lawful
interception deactivation

»
»

lawful interception
deactivation

3G ICE

\4

lawful interception
deactivation ack

response for lawful
interception deactivation

... deactivation of
delivery functions ...

<

Figure 6: Information flow on X1_1-interface for Lawful Interception deactivation

If interception of a target has been activated via different identities then a separate deactivation message will need to be
sent from the ADMF to the 3G ICEs for each identity.

When several LEASs requested activation on the same identity and subsequently request deactivation then the ADMF
determines that there are remaining activations on the identity. In this case, the ADMF will not send a deactivation
message to the 3G ICEs except when the activation needs to change from CC and IRI to IRI only. In that case an
activation change message will be sent to the 3G ICEs.
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5.2.2 X1 2-interface (IRI)

The message(s) sent from the ADMF to Delivery Function 2 for the deactivation of the Intercept Related Information
contains:

a DF2 activation ID, which uniquely identifies the activation to be deactivated for DF2.

If a target is intercepted by several LEAs and/or several identities simultaneously, a single deactivation is necessary for
each combination of LEA and identity.

ADMF DF 2
... deactivation on X1_1

request for lawful
interception deactivation lawful interception
deactivation

v

lawful interception
deactivation ack

A

response for lawful ... deactivation on X1_3
interception deactivation

Figure 7: Information flow on X1_2-interface for Lawful Interception deactivation

5.2.3 X1 3-interface (CC)
For deactivating the delivery of the CC the message(s) sent from the ADMF to DF3 contains:

a DF3 activation ID, which uniquely identifies the activation to be deactivated for DF3.

ADMF DF 3

request for lawful ... deactivation on X1_1
interception deactivation |Jand X1 _2 ...

»

lawful interception
deactivation

\ 4

lawful interception

response for lawful deactivation ack

interception deactivation 3

)
<4

Figure 8: Information flow on X1_3-interface for Lawful Interception deactivation

5.3 Interrogation

Interrogation provides the current status of the interception activation in the system. Interrogation of all activations for a
given LEA is an ADMF function.
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5.3.1 Interrogation of the 3G ICEs

Figure 9 shows the information flow for the interrogation of the Lawful Interception. It shall be possible to interrogate:
- aspecific activation at each relevant 3G ICEs;

- all activations at each relevant 3G ICEs.

As a result of the interrogation the activation status and data are returned.

ADMF 3G ICE

request for lawful

interception interrogation| @wful interception

interrogation

lawful interception
interrogation ack

A

for lawful ... interrogation for
response for flawiul activation status on
interception interrogation X1 1

<
<

Figure 9: Interrogation of the Lawful Interception (3G ICEs)

5.3.2 Interrogation of Delivery Functions

Figure 10 shows the information flow for the interrogation of the Lawful Interception. It shall be possible to interrogate:
- aspecific activation at a DF;
- all activations at a DF for a given target identity;
- all activations at a DF.

As a result of the interrogation the activation status and data are returned.

ADMF DF2/DF3

request for lawful

interception interrogation| 'awful interception

interrogation

A 4

lawful interception
interrogation ack

A

... interrogation for

response for_ lawful . activation status on
interception interrogation X1 2 and X1 3

)
<4

Figure 10: Interrogation of the Lawful Interception (Delivery Functions)
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